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INTRODUCTION

Technology has permeated nearly every cornet of our personal and professional lives. As security guru and blogger
Bruce Schneier recently observed: “Your modern refrigerator is a computer that keeps things cold. Your oven . . . is
a computer that makes things hot. An ATM is a computer with money inside. Your car is . . . a distributed system of
over 100 computers with four wheels and an engine. We wear computers: fitness trackers and computer-enabled medical
devices . . . . Our homes have smart thermostats, smart appliances, smart door locks, even smart light bulbs. . . . The
internet is no longer a web that we connect to. Instead, it's a computerized, networked, and interconnected world that
we live in.”! The ubiquity of technology has grown in a relatively short time. Consider internet usage: In 1995, only
0.4 percent of the world’s population used the internet. Ten years later, users had jumped to 10 percent of the world’s

population. And as of June 2019, nearly 60 percent of the world’s population uses the internet.”

The private sector is not the only beneficiary of
technology, however. Cities, for example, are embedding
smart sensors in roads, streetlights, energy grids, and
transportation networks.” Some cities have shifted to
cloud computing models, allowing residents to quickly
report urban problems using geo-positioning data.* State
governments are working to streamline and improve the
election process through electronic voting equipment, poll
books, management systems, and other hardware.” As for
our military, computers are everywhere too: defense sensors,
aircrafts, unmanned aerial vehicles, and missiles are all
integrated computers. And the systems and networks used
between the intelligence community and other government
entities are all digitally connected as well.®

For better or worse, “[o]ur daily life, economic vitality,
and national security depend on a stable, safe, and resilient
cyberspace.”” Unfortunately, we haveseenan ever-increasing
barrage of cyberattacks that threaten both our public and
private sectors.® Just in the first half of 2019, there were
3,800 disclosed cyber breaches with over 4 billion records
exposed.” When compared to the first six months of 2018,
reported breaches have increased over 54 percent.'” Among
these attacks, the most notable are the 2019 Capital One
breach, exposing 106 million customers;'"' the 2014-2018
Marriott International/Starwood breach, exposing nearly
500 million customers;'* the 2014 eBay breach, exposing
145 million users;”® the 2017 Equifax breach, exposing
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CURRENT CHALLENGES FACING CYBERSECURITY

143 million consumers’ personal information and 209,000
consumers credit card data;' and the 2013-2014 Yahoo
breach, compromising 3 billion user accounts (the largest to
date).”” One University of Maryland study estimated that an
internet-connected computer is attacked on average every 39
seconds,'® and another database estimates that 69 records are
stolen every second."”

But the private sector is not the only target. As the
Comptroller General recently stated before a House
subcommittee, the “I'T systems supporting federal agencies
and our nation’s critical infrastructures are inherently at
risk” as well.'® For example, in 2015 hackers accessed a
US voter database, exposing over 191 million records.
And in 2017, over 35,000 cybersecurity incidents were
reported by US federal agencies.” More recently, local
governments are experiencing an increasing barrage of
debilitating ransomware, through which hackers hold
data hostage until the demanded ransoms are paid.” Just
last May, Baltimore’s data was held at ransom for tens
of thousands of dollars.?" Ultimately, the city refused to
pay, but it estimates repairs to its systems will cost nearly
$20 million.?? Along with private attacks, state-sponsored
attacks are also becoming more prevalent.”

Responding to this growing threat, the federal
government is taking a more deliberate approach to
improving US cyber health. In 2018, the Department
of Defense issued its Cyber Strategy Report,** and the
President signed a law establishing the Cybersecurity
and Infrastructure Security Agency (CISA) with the
national capacity to defend against cyberattacks, provide
cybersecurity tools and incident response services, and

to bolster our governments cybersecurity.”” Federal
information technology expenditures are also projected to
exceed $50 billion in 2021.%¢

As part of this ongoing and critical dialogue to improve
both public and private cyber health, the Hatch Center—
the policy arm of the Orrin G. Hatch Foundation—hosted
its Cybersecurity and Geopolitics Symposium, which
convened key players from government, the private sector,
and academia to discuss efforts combating these growing
concerns. This report provides both a general overview
of the most salient challenges facing cybersecurity and a
summary of the Hatch Center’s recent symposium.

echnology provides massive benefits to our daily lives.

Artificial intelligence, cloud computing, and machine
learning all could provide us greater computing capability,
7 efficiency,® and safety.” That said, new technology is not
without its challenges: varied attack type, attribution issues,
asymmetric cyberwarfare, the weaponization of artificial
intelligence, public-private cooperation, and cyber illiteracy all
create serious challenges for our overall cyber health.

Attack Type

Cybersecurity can be compromised in an ever-growing
number of ways. A “cyberattack” is defined as any type
of offensive action that targets computer information
systems, infrastructures, computer networks, or personal
computer devices.”® These attacks could include things like
overwhelming a network or system to render it inoperable
(“Denial-of Service” (DOS) or “Distributed Denial-of-
Service” (DDOS)); hijacking communications between a
client and a server (“Man-in-the-Middle” (MitM)); sending
emails from “trusted” sources that dump malware on a device
or scrape personal information when opened (“Phishing”);
gaining control over an app, website, or software that then
automatically downloads malware when visited or used
(“Drive-by” or “Cross-site Scripting” (XXS)); blocking
access to data until a ransom is paid (“Ransomware”);
or even simply guessing or using algorithms to uncover
passwords.”® Even if a robust security software manages to
prevent each of these types of attacks in all their iterations,
hackers are constantly creating new, “more sophisticated,
harder to detect, and potentially more dangerous” ways of
attack.? Thus, our overall security will depend on our ability
to combat both existing and emerging types of attack.
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SYMPOSIUM REVIEW

Attribution

Cyberattacks also come from many sources, which
are often obscured. Unlike street crimes or traditional
warfare where the actor is known, cybercriminals are
usually successful in masking their identity or geographical
location.” Marshaling enough evidence to convincingly
attribute an attack to an individual or group poses its
own prosecutorial challenges. But even if an individual
or group claims responsibility for the attack, these claims
are often met with suspicion.** What's more, virtually
anyone can launch an attack thanks to the accessibility and
economies of scale that the internet and other technologies
provide.®* This means that attacks could be private or state-
sponsored, from foreigners or locals, outsiders or insiders.
Thus, our overall security also depends on our ability to
combat attacks from a variety of malicious actors.

Asymmetric Cyberwarfare
These issues are only compounded when state-actors—
such as Russia, China, Iran, or North Korea—use these
various attacks to engage in cyberwarfare. In this new era of
modern warfare, enemies can attack with traditional military
powers, launch a cyberattack, or both—and the blurred
lines between state-sponsored and foreign independent
hackers only add to the attribution challenge.’® To
complicate matters more, cyberattacks could take the form
of propaganda, media manipulation,
or other interferences on top of
traditional hacking methods.?

Even for  countries  with
unsurpassed military prowess like
the United States, a cybersecurity
weakness could severely threaten
national security. As one reporter
put it “Military dominance is
undermined if the home-front is
woefully vulnerable to a catastrophic
attack. While we read headlines about
long-range missiles being tested in
North Korea or developed in Iran, the
fact is that a takedown of a country’s
energy grid or transportation network
or heath service is a far greater risk.”
As of 2016, the Office of the Director
of National (DNI)

estimated that over 30 sovereign states

Intelligence

had developed or were developing offensive cyber-operation
programs.” This number is only likely to increase as countries
which once had no military prowess can easily access and
deploy debilitating cyberwarfare strikes against their once-
more-powerful enemies. Without increasing our capacity
to combat these new methods of cyberwarfare, our cyber-
integrated systems will remain key targets.

Weaponization of Arificial Intelligence

Of all these challenges, the weaponization of artificial
intelligence (Al) poses one of the greatest threats. Generally,
Al opens up a world of new beneficial technology where
computers can learn, reason, self-correct, and even complete
tasks that once only humans were capable of.*’ At the same
time, Al can supercharge malware, hacking at machine rather
than human speeds.*! Whereas hackers once had to personally
maintain communication with compromised systems, Al
malware could autonomously determine how to best infiltrate
a system—which would also make it harder to detect.*?

Recently, IBM Research created an Al-based malware
to help programmers understand how to combat similar
attacks. The malware would autonomously identify a target
through social media indicators, including facial recognition,

geolocation, and voice recognition, and avoid detection
until it had delivered its payload.® Rudimentary Al-based
cyberattacks were reported as early as 2017,* and they are
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John Sherman

Chief Information Officer, OFFICE OF DIRECTOR OF NATIONAL INTELLIGENCE

John Sherman was appointed by President Donald J. Trump to serve as the Chief
Information Officer (CIO) of the Intelligence Community (IC) and was sworn into this
role by the Principal Deputy Director of National Intelligence on September 11, 2017. In
this capacity, he is responsible for leading the ongoing modernization efforts with the IC
Information Technology Enterprise (IC ITE) and other areas of the overall IC Information
Environment, as well as ensuring the security and protection of the IC’s I'T systems.

Prior to his appointment, Sherman served as the Deputy Director of the CIA's Open Source Enterprise
(OSE), where he helped lead the transformation of Open Source Intelligence, leveraging new technologies and
interagency partnerships to enhance the growing OSE mission.

He previously served in several senior executive positions at NGA, dealing with analysis, collection, homeland
security, organizational strategy, and international affairs. Earlier, he served as the Principal Deputy National
Intelligence Officer for Military Issues on the National Intelligence Council, and as a White House Situation
Room duty officer. He began his IC career in 1997 as a CIA imagery analyst assigned to the former National

Imagery and Mapping Agency, now known as NGA.

Sherman is a 1992 Distinguished Military Graduate of Texas A&M University, where he commanded the Corps
of Cadets and received a BA in History, and later earned an MPA from the University of Houston. Following
graduation from Texas A&M, he served as a US Army Air Defense officer in the 24th Infantry Division. He is
a graduate of the Department of Defense CAPSTONE course, ODNTI’s “Leading the IC” course, and the CIA
Director’s Seminar. He has been awarded the Meritorious Presidential Rank, the Intelligence Medal of Merit,
NGA’s Meritorious Civilian Service Medal, and Canada’s Chief of Defense Intelligence Medallion.

He is married with two grown children and enjoys spending time with his family and reading about militar
g JOYS Sp g y g y
history when he is not focusing on his day job of leading IT modernization activities.

expected to become commonplace in the near future.

In the military sphere, Al can reduce operating costs
and human casualties by creating autonomous weapon
systems with greater speed, persistence, and accuracy.*
But other countries could also weaponize Al as a
supercharged method of asymmetric warfare: at machine
speed, a state could directly attack and catastrophically
incapacitate its enemy’s network systems. Of course,
states could also use Al as a powerful defense mechanism,
allowing cybersecurity systems to autonomously process
vast amounts of data, predict, and even defend against
adversarial or abnormal events.”” That said, hackers have
already begun creating tools to manipulate Al and turn it
against its user or controller.”® In this new Al “arms race”™®
of the 21st century, exploiting the benefits and mitigating
the risks of AI will prove decisive.

Public and Private Cooperation
Another challenge facing cybersecurity is the cooperation
between public and private actors in combating cyberattacks.

Private actors are often key targets. They own around 85
percent of our most critical infrastructure (defense, gas,
oil, electrical, healthcare, communications, transportation,
and financial systems), and these systems rely heavily on
digital connectivity.”

The government, on the other hand, is better equipped
to collect intelligence, collaborate with international actors,
and assess critical information about potential threats.”!
And while a traditional military strike poses serious security
issues, a cyberattack on these private systems could be just as
devastating to our security, economy, or even democracy.”
But in working together, public-private partnerships can
better identify, defend against, and prevent cyberattacks
that could otherwise debilitate the country.”

Despite the benefit of these partnerships, private actors
often hesitate to establish relationships with government.**
Involving the government could require providing open
access to the attacked company’s data and ceding autonomy
over an investigation into the attack.” Moreover, some
companies are concerned that the confidential nature of
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government information will lead to one-way information

%6The largest challenge, however, is that in disclosing

sharing.
information about a breach, a company could expose itself
to adverse economic effects or even civil liability.”” For
example, after Target reported and accepted responsibility
for its cyber breach in 2013, the company saw declines
in holiday sales and stock prices, C-level executives were
encouraged to step down, and the retail store is expected
to spend billions of dollars in litigation and remediation.*®
Without overcoming these trust-related challenges and
adverse incentives of disclosure, strengthening the necessary

public-private partnerships will prove difficult.

Preparedness and Education

Even if we managed to develop perfect systems with no
technical vulnerabilities, cybercriminals could still exploit
human vulnerabilities. Cyber criminals often target and
exploit employees rather than trying to find loopholes in
exhaustive programming.”” One study reported that 78
percent of security professions believe that the biggest threat
to cybersecurity is the negligent practices of individuals.
Setting aside malicious employees, cyber illiteracy poses yet
another threat to effective cybersecurity.®' In a recent study,
82 percent of employees reported a shortage of cybersecurity
skills with 71 percent believing their talent gap directly and
adversely impacted their own organizations.®
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CENTER for
NATIONAL SECURITY
. STUDIES

UTAH VALLEY UNIVERSITY

As national security issues continue to dominate
the policy agenda and debate in Washington,
D.C. and around the globe, UVU’s Center for
National Security Studies provides students with
extensive study, discussion, and engaged learning
opportunities in the national security field.

The Centeroffersanactiveacademicenvironment
on campus for students to study and engage in the
critically important security challenges we face in
the twenty-first century. Whether students are
interested in counterterrorism, homeland security,
intelligence gathering and analysis, foreign relations,
law and politics, diplomacy, or international
development, the Center provides students with
the knowledge, skills, and opportunities needed to
succeed in these and related professions.




SYMPOSIUM SUMMARY

Critical skills such as intrusion detection, secure software
development, and attack migration are all in short supply.*®
Studies estimate that 314,000 cybersecurity positions will
remain unfilled in 2019 and upwards of 1.8 million by
2022.%No doubt the creation of Chief Information Security
Officers (CISOs)® and a greater focus on cyber education®
will help combat this illiteracy, but humans, including non-
IT employees, remain the “weakest link in the information
security chain.”® As Jeanette Manfra, assistant director for
cybersecurity at DHS, said, “[i]t’s a national security risk
that we don’t have the talent regardless of whether its in
the government or the private sector. We have a massive
shortage that is expected [to] grow larger.”*

A;ﬁgainst this backdrop, the Hatch Center, in

onjunction with Utah Valley University’s Center
for National Security Studies, gathered cybersecurity
professionals, academics, and key government officials
to discuss ways in which we can overcome cybersecurity
challenges and ensure that the United States retains its
global position in the coming years. John Sherman, the
Chief Information Officer (CIO) of the Office of the
Director of National Intelligence, provided the keynote
address. As CIO, he is tasked with leading the intelligence
community’s ongoing modernization efforts by ensuring
the security and protection of its IT systems. Following
Mr. Sherman’s remarks, a panel fielded questions related to

Ryan Vogel

the challenges discussed above. On the panel, Mr. Sherman
was joined by Mr. Ryan Vogel, Director of the Center
for National Security Studies at Utah Valley University;
Mr. John E. McClurg, Vice President and Ambassador-
at-Large of BlackBerry | Cylance; Mr. Matt Berrett,
Cofounder of the Center for Anticipatory Intelligence at
Utah State University; Mr. Adam Marre, Head of Security
Operations at Qualtrics; Mr. Eric Jensen, Professor of Law
at the J. Reuben Clark Law School of Brigham Young
University; and Mr. Andre Jones, a graduate research
student at American University.

John Sherman, CIlO, Office of the Director
of National Intelligence

Mr. Sherman’s call to arms focused on ensuring America’s
resilience in the digital age. For much of Sherman’s career,
a mission to defeat communism or terrorist threats defined
his focus. But he emphasized that as more battles take place
in digital domains, we must adapt and adjust if America
is to keep her current position in the global order. Several
threats are particularly worrisome to both Sherman and
the intelligence community at large: hybrid or asymmetric
warfare that changes the tactical strategies of US national
security operations and potentially exposes the country
to detrimental cyberattacks; digitally enabled propaganda
that exploits social media and other internet-based
platforms to incite violence or distribute false information;
ransomware that immobilizes and disrupts municipalities,

Director, Center for National Security Studies, UTAH VALLEY UNIVERSITY

Ryan Vogel is the founding director of the Center for National Security Studies at Utah
Valley University. He advises the National Security Society and UVU Journal of National
Security Society, directs the NSS program at UVU and teaches a variety of courses on
international law and national security subjects.

A

Before coming to UVU, Vogel served at the Pentagon as a senior policy advisor in the Office

of the Secretary of Defense. He began his career at the Pentagon through the Presidential
Management Fellowship program and was awarded the Medal for Exceptional Civilian Service in 2014. Vogel has
also served at the Public International Law & Policy Group, at the US Senate, and at the State Department. He
has taught law and national security courses at American University in Washington, DC, BYU Law School, and
the Chicago-Kent College of Law. Vogel holds an LLM in public international law, with a certificate in national
security law, from the Georgetown University Law Center. He earned a JD and an MA in international affairs from
American University and is an alum of Utah Valley University, where he graduated with a BS in integrated studies.
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businesses, and schools; cyber and electronic surveillance
that allows different actors to collect and conglomerate
data on individuals and organizations; financial, identity,
and data theft; and supply chain or insider threats.

To combat these concerns, the Intelligence Community
Information Technology Enterprise ICITE) was created in
2012. During its first epic, ICITE focused on modernizing
technology use, moving the intelligence community to the
cloud and all federal agencies to one common desktop.
This one-size-fits-all approach, however, proved less
successful than anticipated. As IC ITE moved into its
second epic in 2017, it shifted focus: whereas the first epic
sought to keep up with modern trends in technology, the
second epic increased focus on securing data systems as
equally (if not more) important. As part of this effort, IC
ITE promulgated a comprehensive cybersecurity plan built
around three key principles: (1) know your enterprise; (2)
manage your enterprise; and (3) share the state of your
enterprise with the rest of the intelligence community.
Moreover, based on broad reference architectures or
cybersecurity principles, agencies now have latitude to
build a cybersecurity plan tailored to their specific needs
rather than a uniform cybersecurity approach. Sherman
was confident that this increased focus on and flexible
approach to cybersecurity would greatly increase America’s
resilience in the digital age.

John E. McClurg

He concluded his remarks with a reference to President
Kennedy and the Space Race. As a young child, Sherman
was inspired by the vigor, courage, and patriotism that
undergirded President Kennedy’s statement, “We choose
to go to the Moon!” And now, several decades later,
Mr. Sherman called all to join the great race of our day:
“Ensuring American success in the cyber and digital
domain is this eras Apollo program. We will have to
innovate, engage, and improvise with the same energy that
defined the Space Race so many years ago.”

Vice President and Ambassador-at-Large, BLACKBERRY | CYLANCE

John E. McClurg serves as Vice President and Ambassador-At-Large at BlackBerry |
Cylance where he engages enterprises around the globe on the risk challenges of today and
how BlackBerry | Cylance uniquely mitigates them. McClurg champions a move from a
historically reactive security posture to one focused on proactively predicting and mitigating

future risks.

Before BlackBerry | Cylance, McClurg served as Dell's CSO, where his responsibilities
included the strategic focus and tactical operations of Dell’s internal global security service. Before joining Dell,

McClurg served as the Vice President of Global Security at Honeywell International; Lucent Technologies/Bell
Laboratories; and in the US Intelligence Community, as a twice-decorated member of the Federal Bureau of
Investigation (FBI), assisting in the establishment of the FBI’s new Computer Investigations and Infrastructure
Threat Assessment Center. McClurg also served on assignment as a Deputy Branch Chief with the CIA, helping
to establish the new Counterespionage Group. McClurg was voted one of America’s 25 most influential security
professionals. He also co-chaired the Overseas Security Advisory Council (OSAC) of the US Department of State
and served as the founding Chairman of the International Security Foundation.

He currently serves as a Special Advisor to the FBI’s Office of the Private Sector and as a Fellow at Utah Valley
University’s Center for National Security Studies. He holds a JD from Brigham Young University as well as MA in
Organizational Behavior and advanced doctoral studies in Philosophical Hermeneutics at UNC-Chapel Hill and UCLA.
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Matt Berrett
Cofounder, Center for Anticipatory Intelligence, UTAH STATE UNIVERSITY

Matt Berrett joined Space Dynamics Lab in July 2017 as its Director of Analytics after
retiring from the Central Intelligence Agency as an Assistant Director. His other senior
positions at the CIA included serving as Mission Manager for the Near East, South Asia,
and Africa in the Directorate of Science and Technology and as the head of three analytic
offices: Iraq; Near East and South Asia; and Middle East and North Africa. He also served
under Director of National Intelligence James Clapper as Director of the President’s Daily

Brief, the premier, multiagency enterprise that informs US presidents and their top national security advisors of
key global developments.

Often asked to contribute beyond his formal duties, Mr. Berrett was the CIA presenter in the Agency’s 2015 TEDx
event. He has provided numerous guest lectures at various US universities and at Oxford and has helped teach courses
at CIA University, including one featuring a methodology he created with Jeannie Johnson, an associate professor and
strategic culturist at Utah State University. In addition to Mr. Berrett’s current duties at Space Dynamics Lab, he and
Professor Johnson have established The Center for Anticipatory Intelligence, which brings STEM and social-sciences
students together to research, understand, and prepare for the effects of emerging disruptive technologies across the

geopolitical, private-sector, and personal realms (cai.usu.edu). The CAI also offers strategic training to public- and

private-sector professionals.

Mr. Berrett began his career with the CIA as an economic analyst on Iran after getting an economics degree at

the University of Utah and working for a top-50 US bank. He and his wife, Sandi, have four sons.

Panel Summary

Key changes in the cyber landscape

Mr. Berrett pointed to four key changes in the
cybersecurity landscape. First, while only a few nation-states
were involved previously, the cyber market is now saturated
with public and private actors, any one of which could
launch debilitating attacks. Second, cybertechnologies
facilitate the free-flow of information at even greater
efficiencies, which unfortunately provides a platform for
even greater dissemination of false information. Third,
the targets of attacks have changed dramatically from
exclusively public-focused to a mix of public and private
entities. And fourth, military strategy has changed to
reflect how cyber technology allows actors to engage in
asymmetric attacks and level the military playing field.

Mr. Vogel also discussed changes since WWII. After
this conflict, we created a world order that served our
interests and the international community, but the
ubiquity and capacity of cybertechnology largely levels
the military playing field. Previously weak nation-states or
nonstate actors now can attack in more sophisticated ways.
Countries like Russia that pose little traditional military
threat still can use cyberwarfare to “saw bit by bit at the
world’s table legs until they have brought the table down
to their level.” Of course, we must encourage the peaceful

development of other countries, but we must also protect
our position at the same time.

In Vogel’s perspective, the rise of social media has also
had a leveling impact on information warfare. Social
media provides a virtually costless network to spread
radical and violent messages or to provide means of
mobilization. Certainly, government agencies can and do
try to intervene in foreign actors’ illicit use of social media.
But domestically, constitutional limitations pose some
challenges to government intervention. At the very least,
the intelligence community continues to rely on social
media to gather critical information for prevention and
response measures.

Greatest cybersecurity concerns in both public and
private sectors

For the public sector, Mr. Sherman reiterated the points
he made in his keynote address, highlighting the dangers
of asymmetric warfare and cyber propaganda. Because this
latter concern could have a profoundly detrimental effect on
the upcoming 2020 elections, Mr. Sherman took comfort in
DHS’s special measures to ensure election security and prevent
any tampering in the upcoming elections.

For the private sector, Mr. Marre shared some of the
same concerns. While companies like Qualtrics are not
necessarily concerned with asymmetric warfare, the varied
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Adam Marre
Head of Security Operations, QUALTRICS

Adam Marre is currently the Head of Security Operations and Physical Security at Qualtrics
SAP where he is responsible for data protection and system security operations in addition
to physical security, including executive protection and site security for over 20 offices
worldwide. Before coming to Qualtrics, Marre served as a Special Agent of the Federal
Bureau of Investigation (FBI) for almost 12 years. Throughout his FBI career, he investigated
a wide variety of crimes and national security matters, focusing primarily on criminal

computer network intrusions as well as cyber-based national security threats. Marre served as
an adjunct professor of the FBI Academy, teaching cyber security investigations globally to hundreds of international
investigators. Marre also served as the Senior Team Leader for the FBI SWAT team, commanding teams in the
execution over 100 tactical operations and critical incidents. Prior to the FBI, Marre served as a counterintelligence
agent and HUMINT collector for the US Army leading teams collecting intelligence, conducting force protection,
and counterintelligence operations. Before the Army, Marre was a Video Game Designer at Disney interactive
Studios where he led teams of programmers, designers, and artists to deliver platinum-selling video games. Marre
holds a BA in Humanities from BYU. He is married and has four children.

methods of attack—Iike insider threats, denial of service, and
ransomware—make it difficult to adequately prepare against
and combat any cyberthreats. At Qualtrics specifically, the
company focuses on insider threats to combat the enticing
financial incentives of compromising company data. But
even non-malicious actors can pose security concerns. His
experience has shown that many breaches stem from simple
human error. Sometimes, employees engage in shadow IT,
or potentially compromising activities that cybersecurity
personnel do not know about. And often what security officers
like Marre fear the most is not what they know, but what they
do not know.

But more than shadow IT, it is more common that an
individual’s lack of basic cyber hygiene leads to a breach.
In Marres opinion, there are three levels of cybersecurity:
geopolitical, private, and personal. But by focusing on
the individual and improving basic cyber hygiene (e.g.,
strengthening passwords, training employees against clicking
on questionable links, and relying more on multi-factor
authentication), our overall cyber health will increase in
the other levels as well. Because hackers readily exploit this
human element to reach broader systems and networks, we
are all virtual border guards and must be on watch—we must
all become experts in basic cybersecurity to improve any
organization we are in.

Artificial intelligence and cybersecurity

Mr. McClurg discussed how Al could change our
cybersecurity focus from reactive to proactive. Much
of McClurg’s career at the FBI focused on reactively

responding to hacking attacks—it was not a question of #f’
hacks would occur, but when. In fact, in many ways, the
cyber community had almost ceded the battle space and
accepted that breaches would occur. Using Al, however,
McClurg and others created InfraGard—a system that
engages in machine learning to share key information that
will help the government and private companies combat
cyberthreats proactively.

As the system processes more data, it becomes more
able to autonomously defend against a plethora of attacks.
In fact, McClurg lamented that with the technology we
had in 2015 alone, most of the major hacks in the last
few years could have been beaten. When tested against
malware, Al was able to combat and stop 99.7 percent of
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the attacks. McClurg recognized that malicious actors are
trying to leverage or exploit Al as well, so keeping ahead
in the Al sphere is critical. That said, InfraGard already
has four years of machine learning experience, giving it a
sizeable head start.

International law and cybersecurity

Mr. Jensen explained that international law is based on
treaties and customs. Unfortunately, there are not yet any
treaties addressing cybercrimes, and state custom resembles
the Wild West. This means that key legal questions have
not been squarely answered. For example, can a country
offensively reach into another country’s territory to take out a
terrorist cell’s servers? Developing cyber-focused international
laws, either through treaty or custom, will help address these
key questions. But until these principles are developed, we
are left with analogizing similar, yet more developed, areas of
international law to address these concerns.

If countries were to use international law to address
cybercrime, cyber threats could be greatly minimized
or at least semi-uniformly addressed. One challenge,
however, is that many powerful countries do not want
to regulate themselves internationally in this space. But
even if countries collaborated and established principles
governing cyber threats, international law is focused
on regulating szate action—the challenge thus being
that nonstate actors, who are often just as dangerous as

Eric Jensen

state actors, would not be regulated. Jensen therefore
recommended that international law at least obligate states
to accept responsibility for the cyberattacks that originate
inside their borders.

Another challenge is that international law does not
provide private companies with recourse for the brunt of the
cyberattacks that they experience. Congress, however, has
pending legislation that if passed, would allow companies
to exercise active defense tactics, such as sending a beacon

trail or malware back to the initial cyber-aggressor.”

Overcoming challenges to public-private cooperation

Mr. Marre discussed the importance of forming strong
public-private partnerships. The government clearly has
incentives to work with the private sector in combating
cyberthreats. With private companies and individuals being
on the frontlines of current and future cyberattacks, the
private sector provides a crucial view of what is happening
on the ground that the government may not have. In a
way, private companies can serve as canaries in the cyber
coal mines. Private actors can also act as first responders to
help prevent the further spread of an attack.

By the same token, private companies also have
incentives to collaborate with the public sector: the
government has technological resources and intelligence
that most companies do not have. Mr. McClurg agreed

Professor of Law, J. Reuben Clark Law School, BRIGHAM YOUNG UNIVERSITY

Eric Talbot Jensen is a professor of law at Brigham Young University in Provo, Utah, and
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journal publications focusing on international law, the law of armed conflict, national security law, cyber law, and

international criminal law.
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that several times during his work in the private sector,
his resources could not discern a cyberthreat. But after
teaming up with the government, he was able to discern
and combat these threats.

For Marre, getting the governmentand private industries
into the same room is critical to effectively addressing
current and future cyber concerns. In Marre’s experience
as an FBI agent, however, most private companies or
individuals had no desire to disclose potential liability—
especially to the government. Moreover, any disclosures
often came so far after the breach itself that the information’s
value in preventing further attacks had waned. Currently,
there are some programs that facilitate this information
sharing (e.g., Information Sharing and Analysis Centers
(ISACs)”), but Marre considered these insufficiently broad
to accomplish the level of coordination needed. Instead, a
broader program that both offers some level of amnesty
and facilitates information sharing contemporaneously
with the attacks themselves has the potential to strengthen
our country’s overall cyber defenses. And as McClurg
added, without trust, any collaboration efforts will see
little success.

Several panelists also addressed the challenge with
classified information and the often unidirectional flow
of information in these partnerships. Currently, there is
“below-the-tear-line” intelligence that the government
can provide to private companies that distills the most
important information without compromising any
classified sources. This means that classified information
may not impede public-private partnerships as severely
because, as Mr. Sherman pointed out, most companies
do not need to know the information’s source (which is

what often causes classification issues). Instead, companies
usually just need to know what is happening and how to
overcome it—information not limited by classification.
That said, Sherman has been working within the
intelligence community and DHS to revisit classification
rules and more easily provide necessary information to the
private sector.

Role of universities and education in combating
cyber threats

Several panelists echoed Mr. Sherman’s call to arms,
focusing especially on wuniversities and educational
approaches to combating cyber threats. Mr. Vogel
identified two key roles universities can play in combating
cyber threats: First, they can host discussions, like this
Symposium, on how to improve our cyber health.

l ‘
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CONCLUSION

Second, universities can prepare the next generation of
cybersecurity professionals to address current and future
threats. Supporting these points, Mr. Jones shared his own
experience graduating from Utah Valley University in
national security studies and continuing at the American
University’s School of International Service studying
international affairs and cyber policy. Jones also took
advantage of several cyber competitions to augment his
education, one of which led to his current position at
DHS. Universities play an integral part in shaping the
future lawyers, policymakers, technical and nontechnical
experts, and ethicists across the public and private sectors
that we will need going forward.

Tapping into the vast benefits of technology will only
improve our lives. But unless we simultaneously
improve our defenses, technology can also do significant
harm. We could return to localized data storage and move
away from our digitally connected world, but as Mr.
Sherman noted during the symposium, locking everything
down would inhibit our ability to innovate, interact, grow,
and make a better tomorrow. Instead, we can enjoy both
the benefits of technology and minimize security threats
by improving our nation’s cyber health.

As we improve our cybersecurity, we must be wary of
too narrowly focusing our efforts. We must, of course,
focus on the most obvious areas of concern like developing
our technological defenses to protect both the private
and public sectors. As Mr. McClurg discussed during the
symposium, Al may be the answer to combating the ever-
increasing types and sources of cyber threats. But if we
only focus on these technological improvements, human
cyber illiteracy may still compromise even our most robust
security systems. Instead, basic cyber hygiene is something
that every American should learn as soon as possible.
Installing antivirus and malware software, using network
firewalls, updating software regularly, setting strong
passwords, using multi-factor authentication, employing
device encryption, backing up data regularly, and securing
our networks are simple steps we can take to improve
cyber health.”! And learning to identify phishing emails
will dramatically help as well.”

Moving past individual efforts, companies and
organizations can improve their cybersecurity training,
which includes random simulations and frequent training
tailored to meet the organization’s needs.”” And if breaches

do occur, organizations may consider hacker insurance
like the city of Baltimore did after its recent ransomware
attack.”* When it comes to public-private partnerships,

legislation or regulation incentivizing (or at least not
disincentivizing) timely information sharing is key. Perhaps
the tack that states and national governments are taking by
implementing comprehensive privacy and cybersecurity
laws is the answer.”” But as Mr. Marre suggested, our
success in this endeavor will only happen when private and
public actors are brought together in the same room to
work towards mutual goals.

As Apple CEO Tim Cook said, “[w]e see vividly—
painfully—how technology can harm rather than
help. . . . Rogue actors and even governments have taken
advantage of user trust to deepen divisions, incite violence
and even undermine our shared sense of what is true and
what is false. The crisis is real. . . . And those of us who
believe in technology’s potential for good must not shrink
from this moment. Now, more than ever—as leaders of
governments, as decision-makers in business, and as
citizens—we must ask ourselves a fundamental question:
What kind of world do we want to live in?”7¢ While
the Space Race was crucial to the 20th Century, CooK’s
remarks remind us just how critical the cyber race is to
the 21st Century. Success will require both overcoming
technological and procedural weaknesses by harnessing
emerging technologies and overcoming barriers between
public and private actors. At a more fundamental level,
success will also depend on the cyber hygiene of everyday
technology users. Only through this comprehensive
approach can we maintain our country’s place in the global
order and ensure the security of the everyday American.
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